A0 87

FA# 272 DNS

Spoofmg lo] A AHl
(DNS Spoofing Protection System
for Wi-Fi Networks)

=t A T
B s 24 g %

(DaeHee Chang)

(YongSu Park)

£ 2% DNS(Domain Name Service)= UDPE Al&-
3= AMW-FEo|dE 7inke] HelgH AH|2:olty. DNS
$1Z(Spoofing) oz“’ o]21gk DNS AMu|2=9] F3hoA F
ZAA7} DNS €88 /8% A71e Aol 1 A% A4
e BAAT GER N AIER FEEL, oD
4o FHekd RAAAN 0% AFHoIT. B
NE Wi-Fi ¥4 84S AAZ DNS 9=
H
}

OH Fl'F OH

¥ AP(Access Point) ©ollA o]= &3}
2 A o] & F d= WHES At At

Z flate] Wojaz"ls AF s)dst
=7 AAHE WS
=7 & B}

2 o D QY Mg Y
oZ [o fo & r[o
£
]
b

Eé /\Eéls_
o= @Oﬂ/‘i TE T4 UEYA 49 DNS Spoofing
ol a779ls gl

FI¥E : AHRT

Abstract DNS(Domain Name Service) is a request/
response service based on UDP client-server. DNS spoo—
fing attack is an activity which an attacker manipulates
DNS traffic, thus creating a fake/false DNS response.
consequently this attack will lead the client into mali—
cious website. This attack is more threatening in

wireless network. In this paper we will demonstrate the
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DNS spoofing attack in public wireless network and
propose a defense system which effectively detects and
protects the attack in AP(Access Point) level. To verify
the effectiveness of our proposal, we have built our own
system and conducted some experiments. As the result,
we have concluded the proposal of this paper can
effectively defend DNS Spoofing from public wireless
network in terms of maintaining original network
protocol and client system.
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root@declspec-laptop:/home/project#
root@declspec-laptop:/home/project# ./dspoof 192.168.6.3 202.30.31.52
receiving socket : 3

L3 socket ready.

IP_HDRINCL enabled ©

SO_BROADCAST enabled ©

fake dns reply...

202.30.31.52

P 192.168.0.7 -> 203.246.162.253
ORT 55639 -> 53

NS Reply Forged. 47 bytes

ump>67 DA 81 80 00 01 00 ©1 00 00 00 ©0 03 77 7 77 05 6E 61 76 65 72 ©
NS Reply OK. 75 byte_s

IP 203.246.162.253 -> 192.168.0.7

IP 203.246.162.253 -> 192.168.0.7

IP 192.168.0.7 -> 218.38.58.169
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root@declspec-laptop:/home/project# [|

|=]-[ @ root@declspec-laptop:... | [Z dspoof.c (/h jec...

root@declspec-li
23 3 DNS Spoofing 53 3}
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DNSQUESTION q;

nenset(&q, 8, sizeof(q));

q.gnane = (unsigned charx)nalloc(255);

strepy( (charx)q.qname, (const charx)gin[ hsize ] );
q.nanelen = strlen( (const charx)&in[ hsize ] ) + 1;
q.qtype = htons(Bx0881);  // A Record

q.qclass = htons(6x8001); // Internet address
q.size = g.namelen + 4;

DNSANSUER a;

nenset(ta, 8, sizeof(a));
a.aname = htons(BxCOOC);
a.atype = htons(0x0001); /1 & Record
a.aclass = htons(0x8001); // Internet Class
a.ttl = htonl(0x0020); /7 Time to live
a.rdlength = htons(8x0884); // RDATA length
a.rdata = ip;

9 4 dspoof T2 FZ

/1 pointer of offset 12(0xC)
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Kernel routing table

NAT

*Netfilter hooking chain

*Bridge module 10CTL

*Virtual Switch(added)

kernel sk_buff queue
802.3
Encapsulation

08 7 Wo] Alz="le] F71d OpenWrt Ad

*Port Address
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